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Intent 

 

This report is intended to help quantify the scope of that risk as organizationsõ struggle to balance their cyber security policies and 

protections against the needs of their employees for access to the Web and its resources. 

 

Background 

 

Every organization ð large, medium and small has a huge risk and a typical challenge of managing vulnerabilities present in the 

operating systems, Vulnerabilities that are not attended to possess a very high risk and can cost your organization various threats 

and damage. There is threat from users within the system, competitors who want to know accurate details about your business 

model etc. There is a certain way to identify and update patches for your vulnerabilities to avoid all these serious threats and curb 

the damage thereof. Thereõs also a method in which specialists get into your system and run a check to identify how strong the 

system is. Performing vulnerability assessments guarantee all normal system vulnerabilities are taken into consideration. When 

assessments are conducted regularly, new threats are identified quickly. 

 

What does the Vulnerability Advisory cover? 

 

1. We monitor around 2000 applications, appliances and operating systems, and tests and verifies the vulnerabilities 

reported in them. 

2. We are focusing each vulnerability disclosed in those 2000 products. 

3. The systems and applications monitored by Sattrix Research Team are those in use in the environment of the customers. 

4. In the instance of customers using products that arenõt already being monitored by our team, these products can be 

submitted to us and we will initiate monitoring them the next business day. We only monitor public or commercially 

available solutions. 

5. The Vulnerability Database covers vulnerabilities that can be exploited in all types of products ð software, hardware, 

firmware, etc. 

6. The vulnerabilities verified by our team are described in client database as an Advisory and listed in the Sattrixsõ 

Vulnerability Reports, detailing what IT Security teams need to know to mitigate the risk posed by the vulnerability in their 

environment.  

7. The Vulnerability Database covers vulnerabilities that can be exploited in all types of products and also, we cover zero 

days and eos/eol. 

8. We create daily and weekly report including all the details of that vulnerability and total vulnerability count in last week 

and provide it to customer as well. 

9. The Sattrix Advisory descriptions include severity, under investigation product, Affected Product, cve id, Sattrix score, 

reference links and remediations. 

10. Sattrix researchers monitor the vulnerabilities within 5 business working days. 
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EXECUTIVE SUMMARY 

 

Overall Monthly Vulnerability Trend Chart 

 

 

       Released Vulnerabilities and severity wise count 

o This graph present threat levels based on vulnerability identified. 
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o This graph present total released vulnerabilities including Zero-day vulnerability and EOS/EOL with their count. 

 

  Date wise Released Vulnerabilities Count, fortnightly summarized  

 

With CVE, 556, 
89%

No CVE, 54, 9%

EOS/EOL, 12, 2%

With CVE No CVE

Total Counts Table:

With CVE: 556 (89%)

No CVE:  54 (9%)

EOS / EOL:  12 (2%)
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50
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03-02-202004-02-202005-02-202006-02-202007-02-202010-02-202011-02-202012-02-202013-02-202014-02-2020
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Product wise Released EOS/EOL count  

 

Product wise Released Non-CVE ID or Zero Day vulnerabilities count  
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Product wise Released vulnerabilities count  

 

 

Top 10 Vulnerabilities product wise critical vulnerabilities 
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Top Vulnerabilities of the week 

Date Sr. # CVE ID Vendor Product Summary Recommendation 

03-02-

2020 

1 CVE-2020-5320 Dell Dell EMC OpenManage 
Enterprise (OME) 3.2, 

Modular (OME-M) 

1.10.00 

Dell EMC OpenManage 
Enterprise (OME) and 

OpenManage Enterprise-
Modular (OME-M) has been 

updated to address 
multiple security 

vulnerabilities which may 
potentially be exploited to 

compromise the system. 

 
Dell EMC OpenManage 

Enterprise (OME) 3.2 and 
later 

Dell EMC OpenManage 
Enterprise-Modular (OME-M) 

1.10.00 and later 

04-02-

2020 

2 CVE-2019-11043 Red Hat Red Hat Enterprise 

Linux SAP 8.0 

An update for the php:7.2 

module is now available for 
Red Hat Enterprise Linux 

8.0 Update Services for 

SAP Solutions. 

This issue has been 

addressed in the following 
products: 

Red Hat Enterprise Linux 8.0 
Update Services for SAP 

Solutions 

05-02-

2020 

3 CVE-2018-17954 SUSE SUSE OpenStack Cloud 

7,8,SUSE Storage 4 

An update that fixes two 
vulnerabilities is now 

available. 

Updates are available please 
see below reference link.    

https://www.suse.com/supp
ort/update/announcement/2

020/suse-su-20200311-1/ 

12-02-

2020 

4 CVE-2020-3742,                                
CVE-2020-3752,                                

CVE-2020-3754,                                 

CVE-2020-3743,                               
CVE-2020-3745,                                            

CVE-2020-3746,                                             
CVE-2020-3748,                                            

CVE-2020-3749,                                           
CVE-2020-3750,                                           

CVE-2020-3751,                                                 
CVE-2020-3762,                                             

CVE-2020-3763 

Adobe Acrobat DC,Acrobat 
Reader DC, Acrobat 

2017,Acrobat Reader 

2017, Acrobat 2015 

,Acrobat Reader 2015 

Adobe has released 
security updates for Adobe 

Acrobat and Reader for 

Windows and macOS 

Adobe recommends users 
update their software 

installations to the latest 

versions.  
Updates are available please 

see below reference link. 
https://helpx.adobe.com/sec

urity/products/acrobat/aps

b20-05.html 

12-02-

2020 

5 CVE-2020-3757 Adobe Adobe Flash Player 
Desktop Runtime,Adobe 

Flash Player for Google 

Chrome,Adobe Flash 
Player for Microsoft 

Edge and Internet 

Explorer 11 

Adobe has released 
security updates for Adobe 

Flash Player for Windows, 

macOS, Linux and Chrome 

OS. 

Adobe has released security 
updates for Adobe Flash 

Player for Windows, macOS, 

Linux and Chrome OS. 

http://www.sattrix.com/
https://twitter.com/SattrixL
https://www.linkedin.com/company/sattrix-information-security-private-limited
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13-02-

2020 

6 CVE-2019-5390 HPE HPE Intelligent 
Management Center 

(iMC) iMC Plat 7.3 
E0506P09 and earlier - 

iMC Plat 7.3 E0705P02 

and earlier 

Security vulnerabilities in 
HPE Intelligent Management 

Center (IMC) PLAT version 
7.3 E0705P02 and earlier 

may allow remote code 

execution, disclosure of 
information, and denial of 

service. 

HPE has provided updates to 
HPE Intelligent Management 

Center (IMC) PLAT to address 
these vulnerabilities. 

Please visit 

https://support.hpe.com/hpe
sc/public/home to download 

the latest software for your 
product.       Updated link: 

https://support.hpe.com/hpe
sc/public/docDisplay?docLoc

ale=en_US&docId=emr_na- 

hpesbhf03930en_us 

13-02-

2020 
7 CVE-2019-5391 HPE HPE Intelligent 

Management Center 
(iMC) iMC Plat 7.3 

E0506P09 and earlier - 

iMC Plat 7.3 E0705P02 

and earlier 

Security vulnerabilities in 

HPE Intelligent Management 
Center (IMC) PLAT version 

7.3 E0705P02 and earlier 

may allow remote code 
execution, disclosure of 

information, and denial of 

service. 

HPE has provided updates to 

HPE Intelligent Management 
Center (IMC) PLAT to address 

these vulnerabilities. 

Please visit 
https://support.hpe.com/hpe

sc/public/home to download 
the latest software for your 

product.       Updated link: 
https://support.hpe.com/hpe

sc/public/docDisplay?docLoc
ale=en_US&docId=emr_na- 

hpesbhf03930en_us 

14-02-

2020 

8 CVE-2019-17654 FortiNet FortiManager 6.2.0 to 

6.2.1, 6.0.6 and below 

An allow unauthenticated 
attacker to perform a 

Cross-Site WebSocket 

Hijacking (CSWSH) attack. 

Upgrade to FortiManager 
6.2.2 or 6.0.7  

https://fortiguard.com/psirt

/FG-IR-19-191 
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