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Intent

This report is intended to help quantify the scope of thadteskgg®tgdraiatics their cyber security policies
protections againse#us of their employees for access to the Web and its resources.

Background

Every organizatimmge, medium and small has a huge risk and a typical challenge of managing vulnerab
operating systems, Vulnerabilities theriderd toopassess a very high risk and can cost your organization vat
and damage. There is threat from users within the system, competitors who want to know accurate det
model etc. There is a certain way tojdiendifpatodes for your vulnerabilities to avoid all these serious threa
the damage thereof. Thereds also a methode in w
system is. Performing vulnerabilitytsagsesamntee all normal system vulnerabilities are taken into consider
assessments are conducted regularly, new threats are identified quickly.

What does the Vulnerability Advisory cover?

1. We monitor ar@00@pplications, appliancesatimgystems, and tests and verifies the vulnerabilities
reported in them.

2. We afecusir@achiulnerability disclosedé?©@0 prodsict

3. The systems and applications monitored by Bzt#ice Ressauinluse in the envfdroestomers.

4. Inthestancef cust omer s usi ng pr odrdearthsse frddcts caabbee n 6 t
submittedumand weél initiate monitthrémhe next busines&/a@mpynonitgrilic or commercially
available solutions.

5. The Vulnerability Database covers vulnerabilities that can be exploitexbitwadt ey resdiareducts
firmware, etc.

6. The vulnerabilities venofiedeaypre described in clientelatabasAdysod listed inSHigiz0
Vulnerability Reports, detailing what IT Security teams need to know to mitigate the risk posed by
environment.

7. The Vulnerability Database covers vulnerabilities thaadapies etpoidueis@ande caero
days and eos/eol.

8. We creataily and weekly iregdoding all the details of that vulnerability and total vulnerability count in
and provide it to customer as well.

9. Théattrix Advisory gesms inclsdgerity, under investigation product, AffectecsRtoxigchreve id,
reference links@mediations.

10. Sattriresearcher®nitor the vulnerawilitigs business workiag day
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EXECUTIVE SUMMARY

Overall Mothlperability Trend Chart

e \\/ith CVE No CVE EOS/EOL—— Linear (With CVE)—— Linear (No CVE)—— Linear (EOS/EOL)
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Released Vulnerabilities and severity wise count

This graph present threat levels based on vulnerability identified.

Severity Count

D

Critical 10%

Critical mHigh = Medium m Low
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This graph present total released vulnerabilitieginciudergldkyoand E@SIEEN count.

Total Counts Table:

m With CVE mNo CVE _
With CVE: 556 (89%)

No CVE: 54 (9%)

EOS / EOL: 12 (2%)

EOS/EQLL2, 2%

Date wise Released Vulnerabilities Count, fortnightly summarized

Datewise CountTable

COUNT

03-02-202(D4-02-202(5-02-202(D6-02-202(D7-02-202(10-02-202(1 1-02-202(1. 2-02-202¢1 3-02-202(1 4-02-202
61 103 90 25 48 61 50 157 36 23
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Product wise Released EOS/EOL count
Productwise chart for EOIEOS

m count
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PostgreSQL CentOS Ubuntu Red Hat Microsoft
| B count 1 1 1 2 6

Product wise ReleasedENEhor Zero Day vulnerabilities count
Productwise chart for NonRCVE

m COUNT
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1
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Product wise Released vulnerabilities count

m COUNT

40 42
30
18 18
i1l

Postgr|Djangd Cisco| Node.j| FortiN| Mozill | McAfe| Sieme| Apple | Symal Oraclel Googl| Adobe| Ubunt| SUSH Micros| RedH
eSQL! s et El e ns tec e u oft

| ECOUNT 1 1 3 <) 3 6 8 8 9 12 30 40 42 72 74 99 113

Top 10 Vulnerabilities product wise critical vulnerabilities
Critical CVE count

RedHaT FortiNet
1 1
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Date

0302
2020

0402
2020

0502
2@0

1202
2020

1202
2020

Sr. #
1

CVE ID
C\H026:320

C\V2019104:

C\V2018795¢

C\V20268742.
C\VH20268752,
C\H0268754.
C\H0268743,
C\H20268745,
C\H20268746.
C\H20268748.
C\H20268749,
C¥202eB8750,
C\H02e8751
C\H20268762.
C\H0268763

CM20268757

Top Vulnerabilities of the week

Vendor Product

Dell Dell EMC OpenV
Enterprise (OME
Modular (MWE

1.10.00

Red Hat Red Hat Enterpr

Linux SAP 8.0

SUSE SUSE OpenStack

7,8,SUSE Stora(

Adobe Acrobat DC,Acrc
Reader DC, Acrc
2017,Acrobat Re
2017, Acrobat 2!

,/Acrobat Reader

Adobe Adobe Flash Plg
Desktop Runtime,
Flash Player for G
Chrome,Adobe F
Player for Micros
Edge and Intern

Explorer 11
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Summary

Dell EMC OpenMa
Enterprise (OME) i
OpenManage Enter
Modular (DM Bas be
updated to addres
multiple security
vulnerabilities which
potentially be exploi
compromike systen

An update for the pt
module is now availe
Red Hat Enterprise
8.0 Update Service:
SAP Solutions.

An update that fixes
vulnerabilities is n¢
available.

Adobe has releas:
security updates for .
Acrobat and Reade
Windows and mac

Adobe has releas:

security updates for .

Flash Player for Win

macOS, Linux and (
os.
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Recommendation

Dell EMC OpenMatr

Enterprise (OME) 3.:
later

Dell EMC OpenMatr

Enterpriddodular (Mt

1.10.00 and later

This issue has bee
addressed in the follc
products:

Red Hat Enterprise Lii
Update Services for
Solutions

Updates are available
see below reference

https://www.suse.com,

ort/update/announcem
020/suseu2020031/1

Adobe recommends
update their softwal
installations tdattest
versions.
Updates are available
see below reference
https://helpx.adobe.col
urity/products/acrobat;
b2605.html

Adobe hasaekd secur
updates for Adobe F
Player for Windows, n
Linux and Chrome |
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1302 6 C\VEZ018390 HPE HPE Intelligent Security vulnerabiliti HPE has provided upc
2020 Management Ce HPE Intelligent Mane HPE Intelligent Mana
(iMC) IMCP&t Center (IMC) PLAT ' Center (IMC) PLAT to
E0506P09 and ea 7.3 E0705P02 and ¢ these vulnerabilitie:
iMC Plat 7.3 EO7( may allow remote c Please visit
and earlier execution, disclosul https://support.hpe.cor
information, and der sc/public/lhome to dow
service. the latest software for
product. Updatec
https://support.hpe.cor
sc/public/docDisplay?c
ale=en_US&docld=er
hpesbhf03930en_u
1302 7 CVE019391 HPE HPE Intelligent Security vulnerabiliti HPE has provided upc
2020 Management Ce HPE Intelligent Mane HPE Intelligent Manau
(iMC) IMCPR&t Center (IMC) PLAT ' Center (IMC) PLAT to
E0506P09 and ea 7.3 E0705P02 and ¢ these vulnerabilitie:
iMC Plat 7.3 EO7( may allow remote ¢ Please visit
and earlier execution, disclosul https://support.hpe.cor
information, and der sc/public/home to dow
service. the latest software for
product. Updatec
https://support. hpe/lcpe
sc/public/docDisplay?c
ale=en_US&docld=er
hpesbhf03930en_u
14942 8 C\VE019765¢ FortiNet FortiManager 6.2 An allow unauthenti  Upgrade to FortiMan
2020 6.2.1,6.0.6 and k  attacker to perform 6.2.2 or 6.0.7
CrosSite WebSock https://fortiguard.com/|
Hijacking (CSWSH) /[FGR19191

Disclaimer:The information in this document is subject to change without notice and should not be construed as a commitment binfat@tion Security Pvt. Lidattrix provides
no warranty, express or implied, including warranties of merchantability and fitness for a particular purposiee iaformation contained in this document, and assumes
responsibility for any errors that may appear in this document. In no event shall Sattrix or any of its suppliers ber Idit#etf indirect, special, incidental or consequential damac
of any nature or kind arising from the use of this document, or from the use of any hardware or software described in thisndoevenef Sattrix or its suppliers have been advised
the possibility of such damages. This document and parts hereof mudienstproduced or copied without written permission from Sattrix, and the contents hereof must no
imparted to a third party nor uskfor any unauthorized purpose. All rights to registrations and trademarks reside with their respective owners
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Limitation of Liability:IN NO EVENT SHAATTRDSATTRIKFFILIATES, OR THEIR OFFICERS, DIRECTORS, EMPLOYEES, AGENTS, SUPPLIERS, LICENSORS AND T!
BE LIABLE FOR ANY DIRECT, INDIRECT, SPECIAL, PUNITIVE, INCIDENTAL, EXEMPLARY OR CONSEQUENTIAL DAMAGES, ORVERY EANNAIG ESSATWIHRAE SHEE N
PREVIOUSLY ADVISED OF THE POSSIBILITY OF SUCH DAMAGES, WHETHER IN AN ACTION UNDER CONTRACT, TORT, OR ANNROMERURIACREIRIBINGR
OF, THE MATERIALS. Because some jurisdictions do not allow limitations on how long awampfhiéygllasts, or the exclusion or limitation of liability for consequential or incider
damages, some of the above limitations may not apply ta you
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