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INTENT

This report is intended to help quantify the scope of the risks as organizations struggle to balance their cyber
security policies and protections against the needs of their employees for access to the Web and its resources.

BACKGROUND

Every organization, large, medium, or small, faces the significant challenge of managing vulnerabilities present in
the operating systems. Unattended vulnerabilities pose a severe threat to your organization. They can expose
you to various threats, including threats from users within the system, competitors seeking to gain access to
sensitive information, etc. It is crucial to identify such vulnerabilities and apply updates and patches to remediate
them and mitigate potential associated risks.

One effective way to stay on top of these vulnerabilities is by conducting regular vulnerability assessments. These
periodic assessments cover your entire IT infrastructure and help you identify new threats that may have
emerged. This proactive practice enables you to stay abreast of the current state of your security posture and
helps you keep your organization safe and secure.

WHAT DOES THE VULNERABILITY
ADVISORY COVER?

We monitor around 2000 applications,
appliances, and operating systems and
test and verify the vulnerabilities
reported in them.

We focus on each vulnerability
disclosed in these 2000
products.

The systems and applications monitored
by the Sattrix Research Team are those
in use in the customers' environment.

If customers use products that aren't
already being monitored by our team,
they can be submitted to us, and we will
initiate monitoring them the next
business day. We only monitor public or
commercially available solutions.

The Vulnerability Database covers
vulnerabilities that can be exploited in
all types of products — software,
hardware, firmware, etc.

The vulnerabilities verified by our team are
described in the client database as an
Advisory and listed in the Sattrix
Vulnerability Reports, detailing what IT
Security teams need to know to mitigate the
risk posed by the vulnerability in their
environment.

The Vulnerability Database covers
vulnerabilities that can be exploited in all
types of products. We also cover zero days
and eos/eol.

We create daily and weekly reports covering
all the details about detected vulnerabilities
and the total vulnerability count in the last
week and provide them to customers.

The Sattrix Advisory descriptions include
severity, under investigation product,
Affected Product, CVE ID, Sattrix score,
reference links, and remediation
recommendations.

Sattrix researchers complete the
vulnerability assessment process within 5
business working days.
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EXECUTIVE SUMMARY

Overall Monthly Vulnerability Trend Chart:

The Overall Monthly Vulnerability Trend Chart in the security advisory displays a day-by-day count of vulnerabilities
reported throughout the month. It shows the number of vulnerabilities disclosed each day, without detailing severity
or category. The chart allows security professionals to track fluctuations in vulnerability disclosures and identify high-
activity periods. By observing these patterns, organizations can stay informed about the frequency of new
vulnerabilities and adjust their response strategies accordingly. This date-wise breakdown helps prioritize patch
management efforts and ensures timely action against newly disclosed security threats, improving proactive defense
measures against emerging risks.
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Released Vulnerabilities and Severity Count:
This graph presents threat levels based on vulnerability identified.
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EXECUTIVE SUMMARY

This graph presents the total vulnerabilities released, including zero-day vulnerability and EOS/EOL, with their count.
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Critical CVE Count

The Critical CVE Count reflects the number of severe vulnerabilities discovered in various network and security products. These
vulnerabilities, with a CVSS score of 9.0 or higher, can potentially allow attackers to execute remote code, bypass security
measures, or disrupt services. Monitoring these CVEs is vital for organizations to prioritize patching and mitigate security risks
effectively across firewalls, switches, and other networking devices.
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Hypothetical Vulnerabilities Published:

Oracle Agile Product Lifecycle | CVE-2025- | Critical 1/22/2025 @ Allows low-privileged attackers with
Management (PLM) 21556 network access via HTTP to compromise
Framework the system.

Oracle JD Edwards CVE-2025- | Critical 1/22/2025 | Vulnerability in the Monitoring and
EnterpriseOne Tools 21524 Diagnostics SEC component, exploitable

remotely without authentication.
Oracle WebLogic Server CVE-2025-  Critical 1/22/2025 Vulnerability in the Core component,
21535 exploitable remotely without

authentication.

Microsoft = Windows Hyper-V CVE-2025- | Critical 1/14/2025  Elevation of privilege vulnerability
21333 allowing attackers to gain SYSTEM
privileges.
Microsoft = Windows Hyper-V CVE-2025- | Critical 1/14/2025  Elevation of privilege vulnerability
21334 allowing attackers to gain SYSTEM
privileges.
Microsoft | Windows Hyper-V CVE-2025- | Critical 1/14/2025 @ Elevation of privilege vulnerability
21335 allowing attackers to gain SYSTEM
privileges.
Microsoft = Windows App Package = CVE-2025-  Critical 1/14/2025 @ Elevation of privilege vulnerability that
Installer 21275 could lead to SYSTEM privileges.
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Date-wise Released Vulnerabilities Count, Fortnightly Summarized
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Product-wise Chart for CVE
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TOP VULNERABILITIES OF
THE MONTH

CVE Number
CVE-2025-21417

CVE-2025-21415

CVE-2025-21413

CVE-2025-21411

CVE-2025-21409

CVE-2025-21405

CVE-2025-21403

CVE-2025-21402

CVE-2025-21399

CVE-2025-21396

CVE-2025-21395

CVE-2025-21393

CVE-2025-21389

CVE-2025-21385

CVE-2025-21382

CVE-2025-21380

CVE-2025-21378

CVE-2025-21374

CVE Title

Windows Telephony Service
Remote Code Execution
Vulnerability

Azure Al Face Service
Elevation of Privilege
Vulnerability

Windows Telephony Service
Remote Code Execution
Vulnerability

Windows Telephony Service
Remote Code Execution
Vulnerability

Windows Telephony Service
Remote Code Execution
Vulnerability

Visual Studio Elevation of
Privilege Vulnerability
On-Premises Data Gateway
Information Disclosure
Vulnerability

Microsoft Office OneNote
Remote Code Execution
Vulnerability

Microsoft Edge (Chromium-
based) Update Elevation of
Privilege Vulnerability
Microsoft Account Elevation
of Privilege Vulnerability
Microsoft Access Remote
Code Execution Vulnerability
Microsoft SharePoint Server
Spoofing Vulnerability
Windows upnphost.dll Denial
of Service Vulnerability
Microsoft Purview
Information Disclosure
Vulnerability

Windows Graphics
Component Elevation of
Privilege Vulnerability
Azure Marketplace SaaS
Resources Information
Disclosure Vulnerability
Windows CSC Service
Elevation of Privilege
Vulnerability

Windows CSC Service
Information Disclosure
Vulnerability

Impact

Remote Code
Execution

Elevation of Privilege
Remote Code

Execution

Remote Code
Execution

Remote Code
Execution

Elevation of Privilege
Information Disclosure
Remote Code
Execution

Elevation of Privilege
Elevation of Privilege
Remote Code

Execution
Spoofing

Denial of Service

Information Disclosure

Elevation of Privilege

Information Disclosure

Elevation of Privilege

Information Disclosure

Max Severity Tag

Important

Critical

Important

Important

Important

Important

Important

Important

Important

Important
Important
Important
Important

Critical

Important

Critical

Important

Important

Windows Telephony
Service

Azure Al Face Service
Windows Telephony
Service

Windows Telephony
Service

Windows Telephony
Service

Visual Studio

Microsoft Azure Gateway
Manager

Microsoft Office OneNote
Microsoft Edge (Chromium-
based)

Microsoft Account
Microsoft Office Access
Microsoft Office SharePoint
Windows UPnP Device Host
Microsoft Purview
Microsoft Graphics
Component

Azure Marketplace SaaS
Resources

Windows Client-Side
Caching (CSC) Service

Windows Client-Side
Caching (CSC) Service


https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21417
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21415
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21413
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21411
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21409
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21405
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21403
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21402
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21399
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21396
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21395
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21393
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21389
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21385
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21382
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21380
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21378
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21374

CVE-2025-21372

CVE-2025-21370

CVE-2025-21366

CVE-2025-21365

CVE-2025-21364

CVE-2025-21363

CVE-2025-21362

CVE-2025-21361

CVE-2025-21360

CVE-2025-21357

CVE-2025-21356

CVE-2025-21354

CVE-2025-21348

CVE-2025-21346

CVE-2025-21345

CVE-2025-21344

CVE-2025-21343

CVE-2025-21341

CVE-2025-21340

CVE-2025-21339

CVE-2025-21338

CVE-2025-21336

Microsoft Brokering File
System Elevation of Privilege
Vulnerability

Windows Virtualization-Based
Security (VBS) Enclave
Elevation of Privilege
Vulnerability

Microsoft Access Remote
Code Execution Vulnerability
Microsoft Office Remote
Code Execution Vulnerability
Microsoft Excel Security
Feature Bypass Vulnerability
Microsoft Word Remote Code
Execution Vulnerability
Microsoft Excel Remote Code
Execution Vulnerability
Microsoft Outlook Remote
Code Execution Vulnerability
Microsoft AutoUpdate (MAU)
Elevation of Privilege
Vulnerability

Microsoft Outlook Remote
Code Execution Vulnerability
Microsoft Office Visio Remote
Code Execution Vulnerability
Microsoft Excel Remote Code
Execution Vulnerability
Microsoft SharePoint Server
Remote Code Execution
Vulnerability

Microsoft Office Security
Feature Bypass Vulnerability
Microsoft Office Visio Remote
Code Execution Vulnerability
Microsoft SharePoint Server
Remote Code Execution
Vulnerability

Windows Web Threat
Defense User Service
Information Disclosure
Vulnerability

Windows Digital Media
Elevation of Privilege
Vulnerability

Windows Virtualization-Based
Security (VBS) Security
Feature Bypass Vulnerability
Windows Telephony Service
Remote Code Execution
Vulnerability

GDI+ Remote Code Execution
Vulnerability

Windows Cryptographic
Information Disclosure
Vulnerability

Elevation of Privilege

Elevation of Privilege

Remote Code
Execution
Remote Code
Execution
Security Feature
Bypass

Remote Code
Execution
Remote Code
Execution
Remote Code
Execution
Elevation of Privilege

Remote Code
Execution
Remote Code
Execution
Remote Code
Execution
Remote Code
Execution

Security Feature
Bypass

Remote Code
Execution
Remote Code
Execution

Information Disclosure

Elevation of Privilege

Security Feature
Bypass

Remote Code
Execution

Remote Code
Execution
Information Disclosure

Important

Important

Important
Important
Important
Important
Critical

Important

Important

Important
Important
Critical

Important

Important
Important

Important

Important

Important

Important

Important

Important

Important

Microsoft Brokering File
System

Windows Virtualization-
Based Security (VBS)
Enclave

Microsoft Office Access
Microsoft Office
Microsoft Office Excel
Microsoft Office Word
Microsoft Office Excel
Microsoft Office Outlook
for Mac

Microsoft AutoUpdate
(MAU)

Microsoft Office Outlook

Microsoft Office Visio

Microsoft Office Excel

Microsoft Office SharePoint

Microsoft Office

Microsoft Office Visio

Microsoft Office SharePoint

Windows Web Threat
Defense User Service

Windows Digital Media

Windows Hello

Windows Telephony
Service

Windows Win32K - GRFX

Windows Cryptographic
Services


https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21372
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21370
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21366
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21365
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21364
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21363
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21362
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21361
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21360
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21357
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21356
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21354
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21348
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21346
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21345
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21344
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21343
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21341
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21340
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21339
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21338
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21336

CVE-2025-21335

CVE-2025-21334

CVE-2025-21333

CVE-2025-21332

CVE-2025-21331

CVE-2025-21330

CVE-2025-21329

CVE-2025-21328

CVE-2025-21327

CVE-2025-21326

CVE-2025-21325

CVE-2025-21324

CVE-2025-21323

CVE-2025-21321

CVE-2025-21320

CVE-2025-21319

CVE-2025-21318

CVE-2025-21317

CVE-2025-21316

CVE-2025-21315

Windows Hyper-V NT Kernel
Integration VSP Elevation of
Privilege Vulnerability
Windows Hyper-V NT Kernel
Integration VSP Elevation of
Privilege Vulnerability
Windows Hyper-V NT Kernel
Integration VSP Elevation of
Privilege Vulnerability
MapUrlToZone Security
Feature Bypass Vulnerability
Windows Installer Elevation
of Privilege Vulnerability
Windows Remote Desktop
Services Denial of Service
Vulnerability
MapUrlToZone Security
Feature Bypass Vulnerability
MapUrlToZone Security
Feature Bypass Vulnerability
Windows Digital Media
Elevation of Privilege
Vulnerability

Internet Explorer Remote
Code Execution Vulnerability
Windows Secure Kernel
Mode Elevation of Privilege
Vulnerability

Windows Digital Media
Elevation of Privilege
Vulnerability

Windows Kernel Memory
Information Disclosure
Vulnerability

Windows Kernel Memory
Information Disclosure
Vulnerability

Windows Kernel Memory
Information Disclosure
Vulnerability

Windows Kernel Memory
Information Disclosure
Vulnerability

Windows Kernel Memory
Information Disclosure
Vulnerability

Windows Kernel Memory
Information Disclosure
Vulnerability

Windows Kernel Memory
Information Disclosure
Vulnerability

Microsoft Brokering File
System Elevation of Privilege
Vulnerability

Elevation of Privilege

Elevation of Privilege

Elevation of Privilege

Security Feature
Bypass
Elevation of Privilege

Denial of Service

Security Feature
Bypass

Security Feature
Bypass

Elevation of Privilege

Remote Code
Execution
Elevation of Privilege

Elevation of Privilege

Information Disclosure

Information Disclosure

Information Disclosure

Information Disclosure

Information Disclosure

Information Disclosure

Information Disclosure

Elevation of Privilege

Important

Important

Important

Important
Important

Important

Important
Important

Important

Important

Important

Important

Important

Important

Important

Important

Important

Important

Important

Important

Windows Hyper-V NT
Kernel Integration VSP

Windows Hyper-V NT
Kernel Integration VSP

Windows Hyper-V NT
Kernel Integration VSP

Windows MapUriToZone
Windows Installer

Windows Remote Desktop
Services

Windows MapUriToZone
Windows MapUriToZone

Windows Digital Media

Internet Explorer

Windows Secure Kernel

Mode

Windows Digital Media

Windows Kernel Memory

Windows Kernel Memory

Windows Kernel Memory

Windows Kernel Memory

Windows Kernel Memory

Windows Kernel Memory

Windows Kernel Memory

Microsoft Brokering File
System


https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21335
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21334
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21333
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21332
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21331
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21330
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21329
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21328
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21327
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21326
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21325
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21324
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21323
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21321
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21320
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21319
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21318
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21317
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21316
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21315

CVE-2025-21314

CVE-2025-21313

CVE-2025-21312

CVE-2025-21311

CVE-2025-21310

CVE-2025-21309

CVE-2025-21308

CVE-2025-21307

CVE-2025-21306

CVE-2025-21305

CVE-2025-21304

CVE-2025-21303

CVE-2025-21302

CVE-2025-21301

CVE-2025-21300

CVE-2025-21299

CVE-2025-21298

CVE-2025-21297

CVE-2025-21296

CVE-2025-21295

Windows SmartScreen
Spoofing Vulnerability
Windows Security Account
Manager (SAM) Denial of
Service Vulnerability
Windows Smart Card Reader
Information Disclosure
Vulnerability

Windows NTLM V1 Elevation
of Privilege Vulnerability
Windows Digital Media
Elevation of Privilege
Vulnerability

Windows Remote Desktop
Services Remote Code
Execution Vulnerability
Windows Themes Spoofing
Vulnerability

Windows Reliable Multicast
Transport Driver (RMCAST)
Remote Code Execution
Vulnerability

Windows Telephony Service
Remote Code Execution
Vulnerability

Windows Telephony Service
Remote Code Execution
Vulnerability

Microsoft DWM Core Library
Elevation of Privilege
Vulnerability

Windows Telephony Service
Remote Code Execution
Vulnerability

Windows Telephony Service
Remote Code Execution
Vulnerability

Windows Geolocation Service
Information Disclosure
Vulnerability

Windows upnphost.dll Denial
of Service Vulnerability
Windows Kerberos Security
Feature Bypass Vulnerability
Windows OLE Remote Code
Execution Vulnerability
Windows Remote Desktop
Services Remote Code
Execution Vulnerability
BranchCache Remote Code
Execution Vulnerability
SPNEGO Extended
Negotiation (NEGOEX)
Security Mechanism Remote
Code Execution Vulnerability

Spoofing

Denial of Service

Information Disclosure

Elevation of Privilege
Elevation of Privilege
Remote Code
Execution

Spoofing

Remote Code
Execution

Remote Code

Execution

Remote Code
Execution

Elevation of Privilege
Remote Code
Execution

Remote Code
Execution

Information Disclosure

Denial of Service

Security Feature
Bypass

Remote Code
Execution
Remote Code
Execution

Remote Code
Execution
Remote Code
Execution

Important

Important

Important

Critical

Important

Critical

Important

Critical

Important

Important

Important

Important

Important

Important

Important
Important
Critical

Critical

Critical

Critical

Windows SmartScreen

Windows Security Account
Manager

Windows Smart Card

Windows NTLM

Windows Digital Media
Windows Remote Desktop
Services

Windows Themes

Reliable Multicast
Transport Driver (RMCAST)
Windows Telephony

Service

Windows Telephony
Service

Windows DWM Core
Library

Windows Telephony
Service

Windows Telephony
Service

Windows Geolocation
Service

Windows UPnP Device Host
Windows Kerberos
Windows OLE

Windows Remote Desktop
Services

BranchCache

Windows SPNEGO
Extended Negotiation


https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21314
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21313
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21312
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21311
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21310
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21309
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21308
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21307
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21306
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21305
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21304
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21303
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21302
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21301
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21300
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-21299
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CVE-2025-21187  Microsoft Power Automate Remote Code Important Power Automate

Remote Code Execution Execution
Vulnerability
CVE-2025-21186  Microsoft Access Remote Remote Code Important Microsoft Office Access

Code Execution Vulnerability ~ Execution
CVE-2025-21185  Microsoft Edge (Chromium- Elevation of Privilege Moderate Microsoft Edge (Chromium-

based) Elevation of Privilege based)
Vulnerability
CVE-2025-21178  Visual Studio Remote Code Remote Code Important Visual Studio
Execution Vulnerability Execution
CVE-2025-21176  .NET, .NET Framework, and Remote Code Important .NET, .NET Framework,
Visual Studio Remote Code Execution Visual Studio
Execution Vulnerability
CVE-2025-21173  .NET Elevation of Privilege Elevation of Privilege Important .NET
Vulnerability
CVE-2025-21172  .NET and Visual Studio Remote Code Important .NET and Visual Studio
Remote Code Execution Execution
Vulnerability
CVE-2025-21171  .NET Remote Code Execution = Remote Code Important .NET
Vulnerability Execution
CVE-2025-0762 Chromium: CVE-2025-0762 Use after free in DevTools Microsoft Edge (Chromium-
based)
CVE-2025-0612 Chromium: CVE-2025-0611 Object corruption in V8 Microsoft Edge (Chromium-
based)
CVE-2025-0611 Chromium: CVE-2025-0612 Out of bounds memory access in V8 Microsoft Edge (Chromium-
based)
CVE-2025-0448 Chromium: CVE-2025-0448 Inappropriate implementation in Microsoft Edge (Chromium-
Compositing based)
CVE-2025-0447 Chromium: CVE-2025-0447 Inappropriate implementation in Navigation = Microsoft Edge (Chromium-
based)
CVE-2025-0446 Chromium: CVE-2025-0446 Inappropriate implementation in Extensions = Microsoft Edge (Chromium-
based)
CVE-2025-0443 Chromium: CVE-2025-0443 Insufficient data validation in Extensions Microsoft Edge (Chromium-
based)
CVE-2025-0442 Chromium: CVE-2025-0442 Inappropriate implementation in Payments ~ Microsoft Edge (Chromium-
based)
CVE-2025-0441 Chromium: CVE-2025-0441 Inappropriate implementation in Fenced Microsoft Edge (Chromium-
Frames based)
CVE-2025-0440 Chromium: CVE-2025-0440 Inappropriate implementation in Fullscreen ~ Microsoft Edge (Chromium-
based)
CVE-2025-0439 Chromium: CVE-2025-0439 Race in Frames Microsoft Edge (Chromium-
based)
CVE-2025-0438 Chromium: CVE-2025-0438 Stack buffer overflow in Tracing Microsoft Edge (Chromium-
based)
CVE-2025-0437 Chromium: CVE-2025-0437 Out of bounds read in Metrics Microsoft Edge (Chromium-
based)
CVE-2025-0436 Chromium: CVE-2025-0436 Integer overflow in Skia Microsoft Edge (Chromium-
based)
CVE-2025-0435 Chromium: CVE-2025-0435 Inappropriate implementation in Navigation = Microsoft Edge (Chromium-
based)
CVE-2025-0434 Chromium: CVE-2025-0434 Out of bounds memory access in V8 Microsoft Edge (Chromium-
based)
CVE-2025-0291 Chromium: CVE-2025-0291 Type Confusion in V8 Microsoft Edge (Chromium-
based)
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