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INTENT 

 
This report is intended to help quantify the scope of the risks as organizations struggle to balance their cyber 
security policies and protections against the needs of their employees for access to the Web and its resources. 

 

BACKGROUND 

 
Every organization, large, medium, or small, faces the significant challenge of managing vulnerabilities present in 
the operating systems. Unattended vulnerabilities pose a severe threat to your organization. They can expose 
you to various threats, including threats from users within the system, competitors seeking to gain access to 
sensitive information, etc. It is crucial to identify such vulnerabilities and apply updates and patches to remediate 
them and mitigate potential associated risks. 
 
One effective way to stay on top of these vulnerabilities is by conducting regular vulnerability assessments. These 
periodic assessments cover your entire IT infrastructure and help you identify new threats that may have 
emerged. This proactive practice enables you to stay abreast of the current state of your security posture and 
helps you keep your organization safe and secure. 

 
 

 

WHAT DOES THE VULNERABILITY 

ADVISORY COVER? 
 

 

We monitor around 2000 applications, 
appliances, and operating systems and 
test and verify the vulnerabilities 
reported in them. 

 

We focus on each vulnerability 
disclosed in these 2000 
products. 

 

The systems and applications monitored 
by the Sattrix Research Team are those 
in use in the customers' environment. 

 

If customers use products that aren’t 
already being monitored by our team, 
they can be submitted to us, and we will 
initiate monitoring them the next 
business day. We only monitor public or 
commercially available solutions. 

 

The Vulnerability Database covers 
vulnerabilities that can be exploited in 
all types of products – software, 
hardware, firmware, etc. 

The vulnerabilities verified by our team are 
described in the client database as an 
Advisory and listed in the Sattrix 
Vulnerability Reports, detailing what IT 
Security teams need to know to mitigate the 
risk posed by the vulnerability in their 
environment. 

 

The Vulnerability Database covers 
vulnerabilities that can be exploited in all 
types of products. We also cover zero days 
and eos/eol. 

 

We create daily and weekly reports covering 
all the details about detected vulnerabilities 
and the total vulnerability count in the last 
week and provide them to customers. 

 

The Sattrix Advisory descriptions include 
severity, under investigation product, 
Affected Product, CVE ID, Sattrix score, 
reference links, and remediation 
recommendations. 

 

Sattrix researchers complete the 
vulnerability assessment process within 5 
business working days.
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EXECUTIVE SUMMARY  

Overall Monthly Vulnerability Trend Chart: 
 

The Overall Monthly Vulnerability Trend Chart in the security advisory displays a day-by-day count of vulnerabilities 
reported throughout the month. It shows the number of vulnerabilities disclosed each day, without detailing severity 
or category. The chart allows security professionals to track fluctuations in vulnerability disclosures and identify high-
activity periods. By observing these patterns, organizations can stay informed about the frequency of new 
vulnerabilities and adjust their response strategies accordingly. This date-wise breakdown helps prioritize patch 
management efforts and ensures timely action against newly disclosed security threats, improving proactive defense 
measures against emerging risks. 

Released Vulnerabilities and Severity Count: 

This graph presents threat levels based on vulnerability identified. 
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EXECUTIVE SUMMARY 

This graph presents the total vulnerabilities released, including zero-day vulnerability and EOS/EOL, with their count. 

 
 
 
 
 

 

 
 

 

 

 
 

 
 

 

 

 

 

 

 

 

 
 

 

 

Product-wise Released Non-CVE ID or Zero Day Vulnerabilities Count 
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Critical CVE Count 
 
The Critical CVE Count reflects the number of severe vulnerabilities discovered in various network and security products. These 
vulnerabilities, with a CVSS score of 9.0 or higher, can potentially allow attackers to execute remote code, bypass security 
measures, or disrupt services. Monitoring these CVEs is vital for organizations to prioritize patching and mitigate security risks 
effectively across firewalls, switches, and other networking devices. 

 

 

 

          

Hypothetical Vulnerabilities Published: 

 

Vendor Product CVE ID Severity Date Published 

Cisco ASA Firewalls CVE-2024-00123 Critical 12/10/2024 

Fortinet FortiGate Firewall CVE-2024-01234 Critical 12/5/2024 

Palo Alto Networks PA-Series Firewall CVE-2024-04567 High 12/1/2024 

SonicWall TZ Series Firewall CVE-2024-09123 High 12/12/2024 

Huawei USG Firewalls CVE-2024-09876 Critical 12/3/2024 

WatchGuard Firebox Firewalls CVE-2024-12345 High 12/9/2024 

Arista Networks 7000 Series Switches CVE-2024-22334 High 12/15/2024 

Dell Technologies PowerSwitch Switches CVE-2024-55677 Critical 12/20/2024 
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Date-wise Released Vulnerabilities Count, Fortnightly Summarized 
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Product-wise Chart for CVE 
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TOP VULNERABILITIES OF 

THE MONTH 

 

CVEID VendorProject Product Vulnerability Name Short Description 

CVE-2024-
3393 

Palo Alto 
Networks 

PAN-OS Palo Alto Networks 
PAN-OS Malicious DNS 
Packet Vulnerability 

Palo Alto Networks PAN-OS contains a vulnerability in 
parsing and logging malicious DNS packets in the DNS 
Security feature that, when exploited, allows an 
unauthenticated attacker to remotely reboot the 
firewall. Repeated attempts to trigger this condition 
will cause the firewall to enter maintenance mode. 

CVE-2021-
44207 

Acclaim 
Systems 

USAHERDS Acclaim Systems 
USAHERDS Use of 
Hard-Coded Credentials 
Vulnerability  

Acclaim Systems USAHERDS contains a hard-coded 
credentials vulnerability that could allow an attacker 
to achieve remote code execution on the system that 
runs the application. The MachineKey must be 
obtained via a separate vulnerability or other 
channel. 

CVE-2024-
12356 

BeyondTrust Privileged Remote 
Access (PRA) and 
Remote Support 
(RS)  

BeyondTrust Privileged 
Remote Access (PRA) 
and Remote Support 
(RS) Command 
Injection Vulnerability  

BeyondTrust Privileged Remote Access (PRA) and 
Remote Support (RS) contain a command injection 
vulnerability, which can allow an unauthenticated 
attacker to inject commands that are run as a site 
user.  

CVE-2021-
40407 

Reolink RLC-410W IP 
Camera 

Reolink RLC-410W IP 
Camera OS Command 
Injection Vulnerability  

Reolink RLC-410W IP cameras contain an 
authenticated OS command injection vulnerability in 
the device network settings functionality. 

CVE-2019-
11001 

Reolink Multiple IP 
Cameras 

Reolink Multiple IP 
Cameras OS Command 
Injection Vulnerability 

Reolink RLC-410W, C1 Pro, C2 Pro, RLC-422W, and 
RLC-511W IP cameras contain an authenticated OS 
command injection vulnerability. This vulnerability 
allows an authenticated admin to use the "TestEmail" 
functionality to inject and run OS commands as root. 

CVE-2022-
23227 

NUUO NVRmini2 Devices NUUO NVRmini2 
Devices Missing 
Authentication 
Vulnerability  

NUUO NVRmini2 devices contain a missing 
authentication vulnerability that allows an 
unauthenticated attacker to upload an encrypted TAR 
archive, which can be abused to add arbitrary users.  

CVE-2018-
14933 

NUUO NVRmini Devices NUUO NVRmini Devices 
OS Command Injection 
Vulnerability  

NUUO NVRmini devices contain an OS command 
injection vulnerability. This vulnerability allows 
remote command execution via shell metacharacters 
in the uploaddir parameter for a writeuploaddir 
command. 

CVE-2024-
55956 

Cleo Multiple Products Cleo Multiple Products 
Unauthenticated File 
Upload Vulnerability 

Cleo Harmony, VLTrader, and LexiCom, which are 
managed file transfer products, contain an 
unrestricted file upload vulnerability that could allow 
an unauthenticated user to import and execute 
arbitrary bash or PowerShell commands on the host 
system by leveraging the default settings of the 
Autorun directory. 

CVE-2024-
35250 

Microsoft Windows Microsoft Windows 
Kernel-Mode Driver 
Untrusted Pointer 
Dereference 
Vulnerability  

Microsoft Windows Kernel-Mode Driver contains an 
untrusted pointer dereference vulnerability that 
allows a local attacker to escalate privileges. 

CVE-2024-
20767 

Adobe ColdFusion Adobe ColdFusion 
Improper Access 
Control Vulnerability 

Adobe ColdFusion contains an improper access 
control vulnerability that could allow an attacker to 
access or modify restricted files via an internet-
exposed admin panel. 

CVE-2024-
50623 

Cleo Multiple Products Cleo Multiple Products 
Unrestricted File 
Upload Vulnerability 

Cleo Harmony, VLTrader, and LexiCom, which are 
managed file transfer products, contain an 
unrestricted file upload and download vulnerability 
that can lead to remote code execution with elevated 
privileges. 

CVE-2024- Microsoft Windows Microsoft Windows Microsoft Windows Common Log File System (CLFS) 



49138 Common Log File 
System (CLFS) Driver 
Heap-Based Buffer 
Overflow Vulnerability 

driver contains a heap-based buffer overflow 
vulnerability that allows a local attacker to escalate 
privileges. 

CVE-2024-
51378 

CyberPersons CyberPanel CyberPanel Incorrect 
Default Permissions 
Vulnerability 

CyberPanel contains an incorrect default permissions 
vulnerability that allows for authentication bypass 
and the execution of arbitrary commands using shell 
metacharacters in the statusfile property. 

CVE-2024-
11667 

Zyxel Multiple Firewalls Zyxel Multiple Firewalls 
Path Traversal 
Vulnerability 

Multiple Zyxel firewalls contain a path traversal 
vulnerability in the web management interface that 
could allow an attacker to download or upload files 
via a crafted URL. 

CVE-2024-
11680 

ProjectSend ProjectSend ProjectSend Improper 
Authentication 
Vulnerability 

ProjectSend contains an improper authentication 
vulnerability that allows a remote, unauthenticated 
attacker to enable unauthorized modification of the 
application's configuration via crafted HTTP requests 
to options.php. Successful exploitation allows 
attackers to create accounts, upload webshells, and 
embed malicious JavaScript. 

CVE-2023-
45727 

North Grid Proself North Grid Proself 
Improper Restriction of 
XML External Entity 
(XXE) Reference 
Vulnerability 

North Grid Proself Enterprise/Standard, Gateway, and 
Mail Sanitize contain an improper restriction of XML 
External Entity (XXE) reference vulnerability, which 
could allow a remote, unauthenticated attacker to 
conduct an XXE attack. 
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Disclaimer: The information in this document is subject to change without notice and should not be construed as a commitment by Sattrix Information 
Security (P) Ltd. Sattrix provides no warranty, express or implied, including warranties of merchantability and information contained in this document, and 
assumes no responsibility for any errors that may appear in this document. In no event shall Sattrix or any of its suppliers be liable for direct, indirect, special, 
incidental, or consequential damages of any nature or kind arising from the use of this document or the use of any hardware or software described in this document, 
even if Sattrix or its suppliers have been advised of the possibility of such damages. This document and parts hereof must not be reproduced or copied without 
written permission from Sattrix, and the contents hereof must not be imparted to a third party nor used for any unauthorized purpose. All rights to registrations and 
trademarks reside with their respective owners © Copyright 2013-2022 Sattrix. All rights reserved. 

 

Limitation of Liability: IN NO EVENT SHALL Sattrix, Sattrix AFFILIATES, OR THEIR OFFICERS, DIRECTORS, EMPLOYEES, AGENTS, SUPPLIERS, LICENSORS AND 
THIRD-PARTY PARTNERS, BE LIABLE FOR ANY DIRECT, INDIRECT, SPECIAL, PUNITIVE, INCIDENTAL, EXEMPLARY OR CONSEQUENTIAL DAMAGES, OR ANY 
DAMAGES WHATSOEVER, EVEN IF Sattrix HAS BEEN PREVIOUSLY ADVISED OF THE POSSIBILITY OF SUCH DAMAGES, WHETHER IN AN ACTION UNDER 
CONTRACT, TORT, OR ANY OTHER THEORY ARISING FROM YOUR ACCESS TO, OR USE OF, THE MATERIALS. Because some jurisdictions do not 
allow limitations on how long an implied warranty lasts, or the exclusion or limitation of liability for consequential or incidental damages, some of the above 
limitations may not apply to you. 
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