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INTENT

This report is intended to help quantify the scope of that risk as organizations’ struggle to balance their cyber
security policies and protections against the needs of their employees for access to the Web and its resources.

BACKGROUND

Every organization - large, medium and small has a huge risk and a typical challenge of managing vulnerabilities
present in the operating systems, Vulnerabilities that are not attended possess a very high risk and can cost
your organization various threats and damage. There is threat from users within the system, competitors who
want to know accurate details about your business model etc. There is a certain way to identify and update
patches for your vulnerabilities to avoid all these serious threats and curb the damage thereof. There's also a
method in which specialists get into your system and run a check to identify how strong the system is. Perform-
ing vulnerability assessments guarantee all normal system vulnerabilities are taken into consideration. When
assessments are conducted reqgularly, new threats are identified quickly.

WHAT DOES THE VULNERABILITY
ADVISORY COVER?

We monitor around 2000 applications,
appliances and operating systems, and
tests and verifies the vulnerabilities
reported in them.

We are focusing each vulnerability
disclosed in those 2000 products.

The systems and applications monitored
by Sattrix Research Team are those in use
in the environment of the customers.

In the instance of customers using
products that aren't already being
monitored by our team, these products can
be submitted to us and we will initiate
monitoring them the next business day. We
only monitor public or commercially
available solutions.

The Vulnerability Database covers
vulnerabilities that can be exploited in all
types of products - software, hardware,
firmware, etc.
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The vulnerabilities verified by our team are
described in client database as an Advisory
and listed in the Sattrix Vulnerability Reports,
detailing what IT Security teams need to know
to mitigate the risk posed by the vulnerability
in their environment.

The Vulnerability Database covers
vulnerabilities that can be exploited in all
types of products and also, we cover zero days
and eos/eol.

We create daily and weekly reports including
all the details of that vulnerability and total
vulnerability count in last week and provide it
to customer as well.

The Sattrix Advisory descriptions include
severity, under investigation product,
Affected Product, cve id, Sattrix score,
reference links and remediations.

Sattrix researchers monitor the vulnerabilities
within 5 business working days.
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EXECUTIVE SUMMARY

Overall Monthly Vulnerability Trend Chart
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This graph present threat levels based
on vulnerability identified.
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EXECUTIVE SUMMARY

This graph present total released vulnerabilities including
Zero-day vulnerability and EOS/EQOL with their count.
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Product wise Released Non-CVE ID or Zero Day vulnerabilities count
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Date wise Released Vulnerabilities Count, fortnightly summarized
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Produc wise chart for CVE - Part-2
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TOP VULNERABILITIES
OF THE WEEK

- [

26/04/

2021

5/ 05/
2021

5/ 05/
2021

6/ 05/
2021

6/ 05/
2021

7/05/
yAVA!

Vendor

Product

Summary

Recommendation

CVE-2021-29145

CVE-2020-8467

CVE-2021-1275
CVE-2021-1468
CVE-2021-1505
CVE-2021-1506
CVE-2021-1508

CVE-2021-29954

CVE-2018-17638

CVE-2020-27221

HPE

Trend
Micro

Cisco

Mozilla

Oracle

IBM

ClearPass Policy
Manager

Apex One -2019
OfficeScan- XG
SP1, XG (non-SP)

Cisco SD-WAN -
19.2.99

Hubs Cloud

FMW Platform -
12.2.1.3.0,
12.2.1.4.0

Rational Asset
Analyzer (RAA)-
6.1.0.0,6.0.0.23
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Aruba has released updates
to ClearPass Policy Manager
that address multiple
security vulnerabilities.

A migration tool component
of Trend Micro Apex One and
OfficeScan contains a
vulnerability which could
allow remote attackers to
execute arbitrary code on
affected installations (RCE).
An attempted attack

requires user authentication.

Multiple vulnerabilities in
Cisco SD-WAN vManage
Software could allow an
unauthenticated, remote
attacker to execute arbitrary
code or gain access to
sensitive information, or
allow an authenticated, local
attacker to gain escalated
privileges or gain
unauthorized access to the
application.

Proxy functionality built
into Hubs Cloud's
Reticulum software
allowed access to internal
URLs, including the
metadata service.

Oracle Fusion Middleware
for FMW Platform -
12.2.1.3.0,12.2.1.4.0

Eclipse Opend9is
vulnerable to a stack-
based buffer overflow
when the virtual machine
or JNI natives are

Updates are available
please see below reference
link
https://support.hpe.com/
hpesc/public/docDisplay?
doclocale=en_US&docld=
hpesbnw04127en_us

Updates are available please
see below reference link
https://success.trendmicro
.com/solution/000245571

Updates are available please
see below reference link
https://tools.cisco.com/
security/center/content/
CiscoSecurityAdvisory/
cisco-sa-sd-wan-vmanage-
4TbynnhZ

Updates are available
please see below
reference link
https://www.mozilla.org/
en-US/security/
advisories/mfsa2021-21/

Updates are available
please see below
reference link
https://www.oracle.com/
security-alerts/
cpuapr2021.html

Updates are available
please see below reference
link https://www.ibm.com/
support/pages/node/
6450180
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Product

Summary

Recommendation

CVEID Vendor
12 / 05/ CVE-2021-28560 Adobe
2021 CVE-2021-28557
CVE-2021-28565
CVE-2021-28564
CVE-2021-21044
CVE-2021-21038
CVE-2021-21086
CVE-2021-28562
CVE-2021-28550
CVE-2021-28553

13/05/ CVE-2021-26419 Microsoft

2021

20/05/ CVE-2020-18032 SUSE
yAVYA|

Acrobat DC -2021.
001.20150 & earlier
versions

Acrobat Reader
DC-2021.001.20150
&earlierversions
Acrobat DC-2021.
001.20149 & earlier
versions

Acrobat Reader DC-
2021.001.20149&
earlierversions

Acrobat 2020 Classic

2020-2020.001.
30020 and earlier
versions

Acrobat Reader
2020 Classic 2020~

2020.001.30020 and

earlier versions

Acrobat 2017Classic
2017-2017.011.30194
andearlier versions

Acrobat Reader 2017

Classic 2017-2017.
011.30194 & earlier
versions

Internet Explorer 11

SUSE OpenStack
Cloud Crowbar 9
SUSE OpenStack
Cloud Crowbar 8
SUSE OpenStack
Cloud 9

SUSE OpenStack
Cloud 8

SUSE Linux
Enterprise Software
Development Kit
12=8IP5
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converting from UTF-8
characters to platform
encoding. By sending an
overly long string, a
remote attacker could
overflow a buffer and

execute arbitrary code on

the system or cause the
application to crash.

Adobe has released
security updates for Adobe
Acrobat and Reader for
Windows and macOS.

Scripting Engine Memory
Corruption Vulnerability

Buffer Overflow in
Graphviz Graph
Visualization Tools
from commit ID
f8b9e035 and earlier
allows remote
attackers to execute
arbitrary code or
cause a denial of
service (application
crash)

Updates are available
please see below reference
link
https://helpx.adobe.com/
security/products/acrobat/
apsb21-29.html

Pathes are available please
see below reference link
https://msrc.microsoft.
com/update-quide/
vulnerability/CVE-2021
-26419

Updates are available
please see below vendor
link: https://www.suse.
com/support/update/
announcement/2021/
suse-su-20211646-1/
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m CVEID Vendor Product Summary Recommendation

SUSE Linux Enterprise
Server for SAP 12-SP4
SUSE Linux Enterprise
Server for SAP 12-SP3
SUSE Linux Enterprise
Server 12-SP5

SUSE Linux Enterprise
Server 12-SP4-LTSS
SUSE Linux Enterprise
Server 12-SP3-LTSS
SUSE Linux Enterprise
Server 12-SP3-BCL
SUSE Linux Enterprise
Server 12-SP2-BCL
SUSE Linux Enterprise
High Availability 12-SP5
SUSE Linux Enterprise
High Availability 12-SP4
SUSE Linux Enterprise
High Availability 12-SP3
HPE Helion Openstack 8

24/05/ CVE-2020-36185 SUSE  IBMSecurity IBM Security Guardium  Updates are available

2021 CVE-2020-36181 Guardium-11.2 is affected by a please see below:
CVE-2020-36189 jackson-databind https://www.ibm.com/
CVE-2020-36188 vulnerability support/pages/node/
CVE-2020-36184 6455267

CVE-2020-36180
CVE-2020-36183
CVE-2020-36179
CVE-2020-36187
CVE-2020-36186
CVE-2020-36182
CVE-2021-20190

Disclaimer: The information in this document is subject to change without notice and should not be construed as a commitment by Sattrix Information
Security (P) Ltd. Sattrix provides no warranty, express or implied, including warranties of merchantability and fitness for a particular purpose, for the
information contained in this document, and assumes no responsibility for any errors that may appear in this document. In no event shall Sattrix or any of
its suppliers be liable for direct, indirect, special, incidental or consequential damages of any nature or kind arising from the use of this document, or
from the use of any hardware or software described in this document, even if Sattrix or its suppliers have been advised of the possibility of such
damages. This document and parts hereof must not be reproduced or copied without written permission from Sattrix, and the contents hereof must not
be imparted to a third party nor used for any unauthorized purpose. All rights to registrations and trademarks reside with their respective owners ©
Copyright 2019 Sattrix. All rights reserved.

Limitation of Liability: IN NO EVENT SHALL Sattrix, Sattrix AFFILIATES, OR THEIR OFFICERS, DIRECTORS, EMPLOYEES, AGENTS, SUPPLIERS,
LICENSORS AND THIRD PARTY PARTNERS, BE LIABLE FOR ANY DIRECT, INDIRECT, SPECIAL, PUNITIVE, INCIDENTAL, EXEMPLARY OR CONSEQUENTIAL
DAMAGES, OR ANY DAMAGES WHATSOEVER, EVEN IF Sattrix HAS BEEN PREVIOUSLY ADVISED OF THE POSSIBILITY OF SUCH DAMAGES, WHETHER IN
AN ACTION UNDER CONTRACT, TORT, OR ANY OTHER THEORY ARISING FROM YOUR ACCESS TO, OR USE OF, THE MATERIALS. Because some
jurisdictions do not allow limitations on how long an implied warranty lasts, or the exclusion or limitation of liability for consequential or incidental
damages, some of the above limitations may not apply to you.
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