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Intent

This report is intended to help quantify the scope of that risk as organizations’ struggle to balance their cyber
security policies and protections against the needs of their employees for access to the Web and its resources.

Background

Every organization — large, medium and small has a huge risk and a typical challenge of managing vulnerabilities
present in the operating systems, Vulnerabilities that are not attended possess a very high risk and can cost your
organization various threats and damage. There is threat from users within the system, competitors who want
to know accurate details about your business model etc. There is a certain way to identify and update patches
for your vulnerabilities to avoid all these serious threats and curb the damage thereof. There’s also a method in
which specialists get into your system and run a check to identify how strong the system is. Performing
vulnerability assessments guarantee all normal system vulnerabilities are taken into consideration. When
assessments are conducted regularly, new threats are identified quickly.

What does the Vulnerability Advisory cover?

1. We monitor around 2000 applications, appliances and operating systems, test and verify the
vulnerabilities reported in them.

2. We focus on each vulnerability disclosed in those 2000 products.

3. The systems and applications monitored by Sattrix Research Team are used in the environment of the
customers.

4. Inthe instance of customers using products that are not being monitored by our team, these products
can be submitted to us and we will initiate monitoring them the next business day. We only monitor
public or commercially available solutions.

5. The Vulnerability Database covers vulnerabilities that can be exploited in all types of products —
software, hardware, firmware, etc.

6. The vulnerabilities verified by our team are described in client database as an Advisory and listed in the
Sattrix Vulnerability Reports, detailing what IT Security teams need to know to mitigate the risk posed
by the vulnerability in their environment.

7. The Vulnerability Database covers vulnerabilities that can be exploited in all types of products
and also, we cover zero days and EOS/EOL.

8. We create daily and weekly reports including all the details of that vulnerability and total vulnerability
count in last week and provide it to customer as well.

9. The Sattrix Advisory descriptions include severity, under investigation product, Affected Product, cve
id, Sattrix score, reference links and remediation’s.

10. Sattrix researchers monitors the vulnerabilities within 5 business working days.
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EXECUTIVE SUMMARY

» Overall Monthly Vulnerability Trend Chart

Trend Chart For One Month

—— With CVE No CVE EOS/EOL Linear (With CVE) Linear (No CVE) Linear (EOS/EOL)

> Released Vulnerabilities and severity wise count
o This graph present threat levels based on vulnerability identified.

Severity Count

Critical, 46, 13%

Low, 24, 7%
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o This graph present total released vulnerabilities including Zero-day vulnerability and
EOS/EOL with their count.
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Total Counts Table:
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. NoCVE, 30, 7%

\ EOS/EOL, 35, 8%

> Date wise Released Vulnerabilities Count, fortnightly summarized

70
60
50
40
30
20
10

0

Total

6/22/20
20

6/23/20
20

Datewise Count Table

6/24/20 | 6/25/20 | 6/26/20 | 6/29/20 | 6/30/20 | 7/1/202 7/2/202| 7/3/202

20 20 20 20 20

0 gyl o

28

Ly

39 41 29 28 23

49 40 62

» Product wise Released EOS/EOL count
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Productwise chart for EOL\EOS
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» Product wise Released Non-CVE ID or Zero Day vulnerabilities count

Productwise chart for Non-CVE
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» Product wise Released vulnerabilities count
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Productwise chart for CVE
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» Top 10 Vulnerabilities product wise critical vulnerabilities

Critical CVE count
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Date M CVE ID Vendor Product Summary Recommendation
. L . Upgrade to the latest version of
M'tS“bV'\SIz'r:S'ZZt”C Mc MC Works64, MC Works32,
! Mitsubishi Electric MC Works64, available from the Mitsubishi
. . . . . MC Works32 and ICONICS Electric Web site, GENESIS64,
CVE-2020- hullEtl i il e GENESIS64, GENESIS32 could GENESIS32, available from the
6/22/2020 1 Electric & Works32, .
12007 ICONICS allow a remote attacker to ICONICS Web site. See
execute arbitrary code on the References.
ICONICS GENESIS64, system. https://www.mitsubishielectric.c
ICONICS GENESIS32 om/en./lnd.ex.html
https://iconics.com/
Upgrade to the latest version of
FactoryTalk View SE, available
Rockwell Automation FactoryTalk Ll the.RockweII Automation
. Web site. See References.
View SE could allow a local https://www.rockwellautomation
CVE-2020- Rockwell Rockwell Automation attacker to execute arbitrary (25 o .
6/22/2020 2 A . .com/site-selection.html
12029 Automation FactoryTalk View SE code on the system, caused by .
. o ) https://exchange.xforce.ibmcloud
improper validation of filenames L
within a proiect director .com/vulnerabilities/183623
proj v https://www.us-
cert.gov/ics/advisories/icsa-20-
170-05
CVE-2020-
11896, CVE-
2020-11897,
CVE-2020- Cisco PDSN/HA Packet
11898, CVE- Data Serving Node and
2020-11899, Homei o
CVE-2020- e
11500, CVE- Cisco ASR 5000 Series
2020-11901, (21.21.0, 21.4.0)
CVE-2020- Sl
11502, CVE- Cisco GGSN Gateway GPRS
2020-11903, .
CVE-2020- Support Node, Updates are available please see
Exploitation of these below reference link.
11904, CVE- . . s . . .
. Cisco IP Services Gateway vulnerabilities could result in https://tools.cisco.com/security/c
6/23/2020 3 2020-11905, Cisco . K . . .
CVE-2020- (IPSG), remote code execution, denial of | enter/content/CiscoSecurityAdvis
11906, CVE- service (DoS). ory/cisco-sa-treck-ip-stack-
CVE-2020- 8 o
11908, CVE- .
cro o oo
CVE-2020- g
11910, CVE- . .
cu s At
CVE-2020- “(S e v
11912, CVE-
2020-11913,
CVE-2020-
11914
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6/24/2020

CVE-2020-

3962, CVE-

2020-3969,
CVE-2020-3970

VMWare

ESXi- 6.5,
ESXi- 6.7,
ESXi - 7.0,
Fusion - 11.x,
Workstation - 15.x,

VMware Cloud Foundation
-3.xand 4.x

Multiple vulnerabilities in
VMware ESXi, Workstation, and
Fusion were privately reported to
VMware. Patches and updates
are available to remediate these
vulnerabilities in affected
VMware products as well as
workarounds.

Updates are available please see
below reference
link.https://www.vmware.com/se
curity/advisories/VMSA-2020-
0015.html

6/26/2020

CVE-2020-
8983,

CVE-2020-
7473,

CVE-2020-8982

Citrix

ShareFile storage zones
Controller 5.9.0,
5.8.0,5.7.0,5.6.0,5.5.0,

All earlier versions of
ShareFile StorageZones
Controller

Security issues have been
identified in customer-managed
Citrix ShareFile storage zone
controllers. These vulnerabilities,
if exploited, would allow an
unauthenticated attacker to
compromise the storage zones
controller potentially giving an
attacker the ability to access
ShareFile users’ documents and
folders.

Updates are available please see
below reference link.
https://support.citrix.com/article
/CTX269106

6/30/2020

CVE-2020-2021

Palo Alto

PAN-OS 8.1 versions
earlier than PAN-OS
8.1.15,

PAN-OS 9.0 versions
earlier than PAN-0OS 9.0.9,

PAN-OS 9.1 versions
earlier than PAN-0S 9.1.3,

All versions of PAN-OS 8.0

This issue affects PAN-OS 9.1
versions earlier than PAN-OS
9.1.3; PAN-OS 9.0 versions earlier
than PAN-0S 9.0.9; PAN-OS 8.1
versions earlier than PAN-OS
8.1.15, and all versions of PAN-OS
8.0.

This issue is fixed in PAN-OS
8.1.15, PAN-OS 9.0.9, PAN-OS
9.1.3, and all later versions.

6/30/2020

CVE-2019-
17133

IBM

Security QRadar Packet
Capture - 7.4.0 GA,

Security QRadar Packet
Capture-7.3.0t0 7.3.3
Patch 1

The product includes vulnerable
components (e.g., framework
libraries) that may be identified
and exploited with automated
tools.

Updates are available please see
below reference link.
https://www.ibm.com/support/p
ages/node/6241524

7/1/2020

CVE-2020-1425

Microsoft

Windows 10 Version 1709
for 32-bit Systems,
Windows 10 Version 1709
for ARM64-based Systems,
Windows 10 Version 1709
for x64-based Systems,
Windows 10 Version 1803
for 32-bit Systems,
Windows 10 Version 1803
for ARM64-based Systems,
Windows 10 Version 1803
for x64-based Systems,
Windows 10 Version 1809
for 32-bit Systems,
Windows 10 Version 1809
for ARM64-based Systems,
Windows 10 Version 1809

A remoted code execution
vulnerability exists in the way
that Microsoft Windows Codecs
Library handles objects in
memory

Updates are available please see
below reference link
https://portal.msrc.microsoft.co
m/en-US/security-
guidance/advisory/CVE-2020-
1425
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for x64-based Systems,
Windows 10 Version 1903
for 32-bit Systems,
Windows 10 Version 1903
for ARM64-based Systems,
Windows 10 Version 1903
for x64-based Systems,
Windows 10 Version 1909
for 32-bit Systems,
Windows 10 Version 1909
for ARM64-based Systems,
Windows 10 Version 1909
for x64-based Systems,
Windows 10 Version 2004
for 32-bit Systems,
Windows 10 Version 2004
for ARM64-based Systems,
Windows 10 Version 2004
for x64-based Systems,
Windows Server 2019,
Windows Server 2019
(Server Core installation),
Windows Server, version
1803 (Server Core
Installation),
Windows Server, version
1903 (Server Core
installation),
Windows Server, version
1909 (Server Core
installation),
Windows Server, version
2004 (Server Core
installation)

OceanStor 18500

Successful exploit may cause

Fixes available please see
reference link

7/1/2020 9 CVE-2019-0708 Huawei VlgSeRgr?slti)?lSsPngOOO, arbitrary code execution on the https://www.huawei.com/en/psir
target system. t/security-advisories/huawei-sa-
V100R001C30SPC300 20190529-01-windows-en
AnyOffice - HUAWEI
MateBook
HUAWEI MateBook E -
CVE-2017- HUAWEI MateBook X
0176, SMC2.0 - Secospace
CVE-2017- AntiDDoS8000 Updates are available please see
8461, UC Audio Recorder - UMA Attackers can exploit these P below referenceplink
CVE-2017- . eSpace ECS - OceanStor vulnerabilities to implement . . .
e = 8464, UL 18500 V3 remote code execution or h;:’;{l/r\::w:vdC:;i:;;ﬁgf:l/f:Ir
CVE-2017- OceanStor 18800 V3 - privilege elevation. 2017g616—01—windows—en
8487, OceanStor 18800F

VE-2017-8543,
CVE-2017-8552

OceanStor HVS85T -
OceanStor HVS88T
OceanStor 18800 -
OceanStor Backup

Software
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Disclaimer: The information in this document is subject to change without notice and should not be construed as a commitment by Sattrix Information Security Pvt. Ltd. Sattrix provides
no warranty, express or implied, including warranties of merchantability and fitness for a particular purpose, for the information contained in this document, and assumes no
responsibility for any errors that may appear in this document. In no event shall Sattrix or any of its suppliers be liable for direct, indirect, special, incidental or consequential damages
of any nature or kind arising from the use of this document, or from the use of any hardware or software described in this document, even if Sattrix or its suppliers have been advised of
the possibility of such damages. This document and parts hereof must not be reproduced or copied without written permission from Sattrix, and the contents hereof must not be
imparted to a third party nor used for any unauthorized purpose. All rights to registrations and trademarks reside with their respective owners

© Copyright 2019 Sattrix. All rights reserved.

Limitation of Liability: IN NO EVENT SHALL SATTRIX, SATTRIX AFFILIATES, OR THEIR OFFICERS, DIRECTORS, EMPLOYEES, AGENTS, SUPPLIERS, LICENSORS AND THIRD PARTY PARTNERS,
BE LIABLE FOR ANY DIRECT, INDIRECT, SPECIAL, PUNITIVE, INCIDENTAL, EXEMPLARY OR CONSEQUENTIAL DAMAGES, OR ANY DAMAGES WHATSOEVER, EVEN IF SATTRIX HAS BEEN
PREVIOUSLY ADVISED OF THE POSSIBILITY OF SUCH DAMAGES, WHETHER IN AN ACTION UNDER CONTRACT, TORT, OR ANY OTHER THEORY ARISING FROM YOUR ACCESS TO, OR USE
OF, THE MATERIALS. Because some jurisdictions do not allow limitations on how long an implied warranty lasts, or the exclusion or limitation of liability for consequential or incidental
damages, some of the above limitations may not apply to you.

For more information contact us at

info@sattrix.com
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